p ol I T ! i I
CeADAR

Ireland’s Centre for Al
Julia PALMA

TL L
CeADAR
Programme Manager

julia.palma@ucd.ie

Building Trustworthy

Systems from the Inside Out

CyclOps WINTER SCHOOL
— Bolzano 13 January 2026 .

p.__ - - -
bt




Q b ] il!il
Julia Palma = \ S CeADAR

European (R T Irelartl's Cettre for Al
Commission 1 |||"

V= DV e
d ?JES UCD School of Computer Science ' ) v
J u I I a P a I m a Scoil na Riomheolaiochta UCD @ G lo bA| p O l @ E .

Multidisciplinary academic background with focus on European innovation projects, public policy analysis,
public affairs, and policy development (Universidad de Sevilla, LaSalle, LSE & Cambridge).

+300 collaborative projects integrating research, innovation, and policy impact across digital and Al domains.

Leads policy-focused initiatives at Ireland’s Centre for Al, contributing to EU and national reports,
consultations, and recommendations.

Former participant in the European Commission’s Digitising European Industry WG policy initiative.
Represents Ireland in European Health Data Space (EHDS) and broader EU data space policy initiatives.
Former chair of BDVA'’s Data i-Spaces subgroup.

Current lead of BDVA’s etami (Ethical and Trustworthy Artificial and Machine Intelligence) subgroup.
Member of the Steering Committee of the Global Al Policy Research Network (GlobAlpol)

Member of EU and international policy groups, including the Al Act Regulatory Sandboxes Expert Group,
Apply Al Alliance, EU Health Policy Platform, and Al Transparency Code of Practice Working Group.
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CeADAR’s
Mission

CeADAR supports companies and organisations across lreland to
explore, experiment, and build innovative Al solutions into
processes and products, transforming productivity,
competitiveness, digitalisation and sustainability:
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THE KNOWLEDGE PYRAMID
IN DATA PIPELINES AND DATA SPACES

Interoperability: How
com ' nsure

Sy g.

Wisdom: Derived from reliable,

Knowledie: Formalized throuih semantic technoloiies to
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Why Trustworthiness is
Non-Optional

Deep Integration:
KBS are no longer
silos; they drive public
administration and
Industrial decisions

The Solution:
Designing for reliability,
reasoning communication,
and user empowerment

The Trust Gap:
Black-box models
erode confidence
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The 7 Pi"arS Of *‘\;:gﬂ(\rgzu"v
Trustworthy Al o
(HLEG) N LB,

and Safety

Source: Ethics Guidelines for Trustworthy Al.
Independent High-Level Expert Group on Artificial
Intelligence. European commission, 8 April, 2019.

Societal and

. X Privacy and Data
Environmental vacy and Dati

overnance
wellbeing Governance

Diversity,
Non-Discrimination Transparency

and Fairmess
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The 7 Pillars of Trustworthy Al (HLEG)
Requirements and sub-requirements
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3 Privacy and data 4 Transparency: 5 Diversity, non-

governance :respect traceability, discrimination and

for privacy, quality explainability and fairness: avoidance

and integrity of data, communication of unfair bias,

fall back plan and and access to data

general safety,

accessibility and
accuracy, reliability

universal design, and
stakeholder
and reproducibility

participation

1 Human agency
and oversight:
fundamental rights

2 Technical
robustness and
safety: resilience to

6 Societal and
attack and security,

environmental
wellbeing:
sustainability and
environmental
friendliness, social
impact, society and
democracy

7 Accountability
auditability,
minimization and
reporting of negative
impact, trade-offs and
redress.
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THE LEGAL
REALITY:
THE EU Al ACT

Regulation: Moving from "Ethics
Guidelines" to "Enforceable Law."

Risk-Based Approach: Systems need to
meet proportionate and adequate
requirements based on the applications
(e.g. strict documentation and
transparency standards.)

KBS Advantage: Explicit knowledge
representation simplifies compliance
(Traceability by design) to meet the "Data
Governance" and "Technical
Documentation” requirements of the
Act.
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THE EU Al ACT

Unacceptable risk

Social scoring, facial recognition, dark pattern Al, manipulation

The EU Al Act (passed
IN 2024) provides the
legal enforcement

using a Risk-Based High risk
ApproaCh S.‘).‘f-t\, components in critical int frastructure, em ployment & « pe rformance
in work, access to educatic onN, ACCe tu] yublic services, use in
° Unacceptable RISk insurance, credit scoring, l)m(iuu)n rol, justice system
Prohibited.

* ng h IRISk SltrICt General purpose Al and Al systems with specific transparency
Comﬂ Iance Og In requirements suf h as chatbots, emotion recognition systems
and uman oversight

required.

: Minimal lisk
d lelted/MlnlmaI RlSk Al-enabled video games, spam filters
Transparency
obligations (e.g.,chatbot

disclosing it's an Al).
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IMPACT ASSESSMENT FOR
HIGH-RISK Al SYSTEMS

EU Al Act: Article 27: Fundamental Rights Impact
Assessment for High-Risk Al Systems

= Deployers prior to deploying Al of high-risk, shall
perform an assessment of the impact on fundamental
rights that the use of such system may produce.
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Where's the
line

LEGAL: A fundamental rights-
based approach is more closely
linked to existing law and focuses

on aspects that are legally relevant
and thus enforceable.

ETHICAL: Compared to this, an
ethics-based approach is much
broader and also more open to
reflection on potential implications
that may not be worth considering
from a legal perspective.
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First comes the Regulation;
then, Trust Awareness

European . .
Digita[ Innovation 80% companies reaching out for
Hubs Network '‘compliance’ and obligations of

'transparency

LLMSs to parse candidates

Human-oversight

Al for You: Introduction CeADAR
to Al and The EU Al Act s
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MANOLO is a Horizon Europe project led by CeADAR for =
trustworthy and lighter, high-quality Al models in MANOLO
cloud-edge distributed environments o

AL == Bitbrain arx.net
| 1 b F

Collaborative Assembly in a Auditory Stimulation for Memory
Manufacturing Environment Consolidation
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Edge Phone
Image Classification

Soriich ’m Funded by the European Union under GA no. 101135782. Views and opinions expressed are however - Funded by
N

The Al Dota Robotics those of the authors only and do not necessarily reflect those of the European Union or CNECT. Neither
the European Union nor the granting authority can be held responsible for them.

the European Union
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Embedding Trustworthy Al CeADAR
across the innovation cycle  IrelandsCentre forAl

|I-II||-
e —— Ethical Issues and Regulatory Issues and
=2 ““?5?5 Tensions Tensions

Consider Aim as
Ethical

ey eeds WG o User privacy, safety and data Compliance with GDPR, Al Act,
Consider different . ) )
-l protection vs Transparency Cybersecurity, domestic/sectoral

Literature /

tensions

Measure risks of - regU|ation
ol I - ERTN  Accountability
i e .User autonomy vs technical KEI Ass’essm.en.t.
e o robusthess/blas/justice "« « | B R T Wy -

. _Mitigation Measurés - -_

Governance and Tensions and
Accountability Trade-offs

-
-
P
Map to Trustworthy Al requirements _ el

Aligned technological innovation with ethical considerations, ensuring transparency,
privacy, inclusivity, and accountability based on stakeholders’ feedback

Figure 2: MANOLO Z-Inspection® Co-Design Framework
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Integration Approach & Mapping

Manolo

Final
Changes

Feedback

\

Integrate Validate / Evaluate Validate / Amend
Integrallte Trustworthy Manolo & Amend System Requirements
Manolo Requirements Evaluate Requirements
System Design

Research ~ Deploy Design
& Design  Prototype \
Implement
\ \ & Test
Implement Implement

& Test & Test

Inception Phase: Elaboration Phase: Transition Phase:
Cycle 1 Cycle 2 Cycle 3
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The Problem: Concept drift (when real- A
world data changes and models fail). R
Function: A framework using a neural ——a\ |
router to detect when specific "expert" s X N
nodes in a system are no longer ¢ e
accurate due to data shifts. ==
Impact: Ensures Technical y
Robustness in non-stationary .

environments.

Accuracy over time plot for LED, dataset

ool m Funded by the European Union under GA no. 101135782. Views and opinions expressed are however
arto

The Al Data Robotics

th f th th I dd t ily reflect th fthe E Uni CNECT. Neith Fitided by

ose of the authors only and do not necessarily reflect those of the European Union or . Neither .

phosedens : ? : S50 S the European Union
the European Union nor the granting authority can be held responsible for them.
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UPCAST is a Horizon Europe project where CeADAR
developed the Al Trustworthiness Assessment Tools and

Dashboard tj PCAST

Upcast Al Trustworthiness Assessment - Dashboard

Your Name Aditya Grover Plugin Name Environmental Impact Optimizer

Organisation / Company CeADAR Ireland Plugin Version V10 P R O J E C T
Role / Title Senior Al Scientist Source Code URL UN'VERSAL PLATFORM COMPONENTS FOR
Email Address aditya.grover@ucd.ie Additional Comments SAFE FAIR INTEROPERABLE DATA EXCHANGE'
Submission Date 16/12/2024 Uses Al Models? Yes MONETISAT]ON AND TRAD'NG

Overall Trustworthiness

Trustworthiness Score

s iy | Tenesnbeimchone @ oean &
Al Falmess Questions Yes AlFaraens " 263 Y
100 | - i
90 Al Pvtwscy and Sceanty
80 Al Transparency ang - -

Robustness gg E-puwu-:;-uly - Hamian Oversigm
50 Acemnatitny
g AlSateey

Al Privacy and

. — \ AP 0 Svarseental bpacs
Security Total Total pen a
0% 100% No Unanswered Issues
70 0/ To bl in the mitigation of techsbcal istues, you sas wse the mamel containing guidelines and
0 . suggeetions. Chck hare o scoess the docurment.
Al Satety Human Oversight 1 3 0
Accountability

Figure 6: Open Issues
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UPCAST Valuation Plug-in

*The Principle: Fairness and Accountability. Transparency.

* Function: for data providers - setting fair prices for their data
products; for data consumers - estimate costs for data acquisition.
Using explainable Al techniques (XAl), also provides transparency
by identifying the key factors influencing the price. N
* Impact: Prevents power asymmetries in the Common European e
Data Spaces. ”

PROJECT

UNIVERSAL PLATFORM COMPONENTS FOR
SAFE FAIR INTEROPERABLE DATA EXCHANGE,
MONETISATION AND TRADING

Information
Retrieval
Pricelnput ~ object
"estimate”:
Child class that defines HTTP client input schema “currency”: "USD/Month®,
| Al A “models”: “GBM_S_AutoML_1_ 20250815 1
identifier > string "explonation_method™: “SHAP (SHopley
“explunatim_tﬁtm': X ) yste lculotes price: base price, which {s the average price of all datasets the system has se
title > string o hes taset price up or domn from that averoge. This met Learning
hod {s colled the SHAP volues method. F - t 3 0 showing exoctly how much (t {ncreases or decreases
description > string the price compored to when thot featur ic u or the ro s, which are on a logarithmic scole because the mo
del wos trained on the logarithe (base 10) of the price.”,
category > array<string>» “explanations®: {
"title & description”:
file_type > array<string> "content_type":
R “temporal _feature™:
conl:.nt type > array<string» "update_freq”:
- “n.countries”:
array<strin wissing”:
subscription > y< 9> “filesize": . 3 v
"subscription”: . B W Deployment
update_freq > array<string» “f{le_type": < PRacty
"data_license": >
n_countries > integer "access._type”: .
"troceability™: '
accoss_type > array<string> "category”:
traceability > string Response headers
wissing > string access~control-allow-credentials: true
access-control-allow-origin: » Client access
sber connection: keep-alive
file_size > A content-length: 1637
3 pe: applicetion/ison
data_license > array<string> 0,07 Oct 2025 15:50:12 GNT

nginx/1,29.1 Figure: Overall piugin architecture

Additional propertios  forbidden strict-transport-security: max-age=31536000
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UPCAST Environmental Plug-in
*The Principle: Societal and Environmental Well-being. ,,,L,_ ﬂPCAST

Transparency. | FROIELT
Function: estimates energy costs for data storage and processing, EEZi:
identifies and explains the factors affecting energy consumption

using explainable Al techniques (XAl). It also provides real-time

monitoring of energy usage during data processing.

sImpact: Enables "Green Data Spaces" where users choose low-

Impact reasoning paths.

UNIVERSAL PLATFORM COMPONENTS FOR
SAFE FAIR INTEROPERABLE DATA EXCHANGE,
MONETISATION AND TRADING

Rospon se body Post

?
g

Predictive Model

“tdontifier®: “Mtp://dn/dbTdataset uriens://7/80/Spech ficUR]  sav"®, User Json-response

"timestomp™: “2025-10-14720:29:40. 2655012,
“storedDatosetinergyProfile”: (
“energyConsumpt {oni® : .
*corbonlalssionsCOZ":
“energyCostivros”: ®
“storogeModelEfficioncy™: “Wigh®,
"storogelUsegel fficlency”: "LOW"

|
“optimisationScenarion”: {
“powerMancogesent*: {
"recommendation®: “"Enable TRIN, use power-saving sodes, wse Device Sleep (DEVSLF) functionality when oveileble. If Devileecp octivated:*,
“energySovingforecastPercent™:

Enables estimation of key environmental metrics such
as energy consumption, carbon emissions, and costs

1 Offers two primary endpoints to estimate energy
"energy®aste*: { : .

*recosmendotion”: "Increose the storoge wiilizetion to 88 percent.”, Prof!leS.
) “energySasteSavingForacastfercent®: > One fordataset storage energy profile at idle
*driveSelection: { » One for data processing workflow (DPW) energy

*recosmendation”: “"Choose energy-efficlent storege model.”, profile
“energySavingforecastPercent”:

»
*datoCenterlocation™: {
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various data sources and
repositories through the CyclOps
Al tools & models marketplace.

« Early access to knowledge and

- Al-based orchestration (AIMP) - WP3: CyclOps facilitates collaboration CyclOps toolsffc;]r thed g
. . Runtime with diverse partners in data space management of the end-to-en
Al-Trustworthiness tools (XAl) Layer ecosystems. Providing _data ||fecyc|.e. for data space
- Requirement collection coordination WPS: KB technological innovation with interoperability.
(T2.3 lead) Explditation industrial relevance through the - Building ecosystem connections
development of automated Al- for potential collaborations,
based trustworthy components. knowledge exchange, and

opportunities in future projects.

N

Ricardo Simén- Julia Palma Hanene Jemoui Vicky Kumar Saul Burgess
Carbajo
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CyclOps Al Marketplace Module
*The Principle: Robustness. Transparency.
* Function: Al-based dashboard supporting automated algorithm

matchmaking for users to efficiently select algorithms from a large

catalogue of algorithms in use case scenarios such as Tourism, Green
Deal, Public Procurement, and Manufacturing
siImpact: Efficiency for data processing and Al-based solutions

development

A

User

CyclOps

Al Marketplace
(AIMP)

User intent layer

natural
language

User-assisted

Interface

A

AlOps
JSON -
(HTTP)

»  Orchestrator JSON
§ 150N (HTTP)
HTML natural language JSON (HTTP) v
(HTTPS) NLP Chat (HTTP) (HTTP)
» » Info Retrieval » Intent Compiler IKB
Interface
h A A F Y
JSON ! | JSON _JSON
(HTTP)! e (HTTP) (function call)
LR f‘: -------- v SPARQL
.|  Exploratory (HTTP)
IMG format "| Analysis Engine ||
(function call} L

DataOps
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*Algorithm Metadata Schema ,

“id”: “Identifier for the algorithm”,

"repo_id": “Identifier for the repository hosting the algorithm”,

“dataset_id”": “Identifier for the selected dataset”,

“name”: “Name of the algorithm”,

“description”: “Textual description of the algorithm”,

“category”: [“Machine Learning”, “Deep Learning”, “Other’],

“type”: [“Classification”, “Regression”, “Clustering”, “Anomaly Detection”, “Forecasting”, “Recommendation”],
“applications”: [‘Remote sensing”, “Land cover classification”, “Change detection”, “Tourism data segmentation”],

“data_format”: [“Numerical”, “Categorical’, “Textual’, “Imagery”, “Time series”, “Sequential’, “Acoustic”, “Geospatial’],

“optimizer”: [*sgd”, “mini-batch gradient descent”, “adam”, “adamw’],
“url”: “Web address of the algorithm’s source code or library”

}

User Intent Metadata Schema

{
“user_intent”: {

“id”: “Identifier for the user intent”,

"session_id": “Identifier for the user session”,

“dataset_id": “Identifier for the selected dataset”,

“application_requirements”: {
“application_type”: “Selected application type such as Classification, Regression, Clustering, etc”,
“application_domain”: “Selected application domain such as Tourism, Green Deal, Public Procurement, etc”,
“description”: “Textual description of the user query”

}

unctional_requirements”: {
“accuracy”: [“High”, "Medium”, “Low],
“training_time”: [*High”, "Medium”, “Low’],
“inference_time”: [*High”, “Medium”, “Low”],
“scalability”: [*High”, “Medium”, “Low”]

h

“infrastructure_constraints”: {

“cpu_cores”: “Number of CPU cores available”,

“ram_gb”: “Amount of RAM available in GB”,

“gpu_gb”: “Amount of GPU memory available in GB”,

“platform”: [*on-premise”, “cloud”, “edge’]

}

CyclOps
Al Marketplace
(AIMP)
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CyclOps Explainability

CyclOps Multimodal Explainability Module MOdUIe (MXAI)

*The Principle: Transparency. Human oversight.
* Function: Al-based dashboard supporting automated algorithm

. . . . M Cyclops Multimodal Explainability Module Home . Contact
matchmaking for users to efficiently select algorithms from a large p 2
catalogue of algorithms in use case scenarios such as Tourism, Green S S0P LR
Deal, Public Procurement, and Manufacturing = e —
siImpact: Explainability, enhancing trust and interpretability. Sy Dol oo
L __H{
Runtime 'KB Metadata SHAP Feature Importance & S - Actusd Velus mathme 31
layer Al model Manager » Prodictad Vatus
metadata “. Prodicton pect 0658
retrieve
metadata RITILIeWS I
: o l Feature Detalls
— 3! : ) sumnLm_type I 01 !\::e 3.0000
s = IHU e, In I 7 Colot Al)'\-l.‘()
User Visualizations @ ) ‘ sheihmype et CeADAR
query and explanations RS- quaty I ‘ "'::" = :.:lo-. et

S o . ek smas ke nean
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Shift focus from
optimizing performance
to optimizing for
accountability

Integrate
sustainability and
fairness into the very
first lines of your
architecture

Al and Knowledge-
Based Systems are the
means:; human-centric
wisdom and societal
well-being are the ends

_J




Work with us!
We are hiring
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EuroHPC Al Factory Antennas e




